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Introduction
Digital communication is everywhere, occurring in ever-changing formats and generating unprecedented volumes of
data. While email remains a dominant mode of communication, messages – both internal and external – are increasingly
delivered through social media, mobile, and collaborative platforms.
For banking organizations, digital communications represent both opportunity and risk. With mountains of data at their
disposal, banks are poised to better serve customers, improve product development, and streamline internal information
flows – if they know where to look. On the other hand, the exploding volume of information that must be managed using
legacy infrastructure and outdated models makes governing digital communications more challenging than ever. This
presents a dilemma to all regulated industries, and banks in particular.
As the lines between enterprise data and personal communications blur, regulatory agencies increasingly want to know:
What kind of messages are bank employees exchanging over social media channels such as Facebook and Twitter?
What content is being conveyed in text messages? How is sensitive information being protected by the institutions that
are entrusted to keep that data private and secure?
To satisfy regulators, the pressure is on banks and financial institutions to be able to capture, monitor, and report on an
expanding range of communications platforms and channels. Clearly, a comprehensive approach to communication
governance is required to ensure that data captured from all communications – both internally between employees and
externally between the organization, customers, partners, regulators, and other constituents – is secure, aligns with
corporate policies, and keeps pace with changing requirements so banks can respond quickly to queries or e-discovery
investigations.
As a result, banks and financial institutions that can tame the rising volume of digital communications will not only satisfy
regulatory requirements, but they will also be able to leverage insights into customer behavior and use data in new ways
to help deliver better service, embrace new markets, and seize unconventional growth opportunities.

This paper explores the importance of developing a sound communication governance
strategy that enables fluid information exchange while helping to maintain data security
and integrity, including:
■■

■■

■■

The challenges of managing, monitoring, and measuring the impact of digital communications
in a multi-channel world
The technical and organizational foundations of banking and financial services communications,
and how they’re evolving
The opportunities digital communications open for banks and financial services organizations

Communication governance is the process of ensuring data captured from
all communications – both internally between employees, as well externally,
between the organization and customers, partners, regulators, and other
constituencies – is secure, can respond quickly to queries or e-discovery investigations,
is aligned with corporate policies, and keeps pace with changing requirements.
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Digital Communication
Challenges
It’s no secret that banks are being driven to adapt quickly
to a new paradigm: customers expect instantaneous,
responsive communications, and financial institutions must
keep up. Digital communications have opened new areas of
opportunity, such as reaching members of the “unbanked”
millennial generation who seek to do business through online
and mobile channels exclusively.
Just a few years ago, managing communications was
relatively straightforward: Customer interactions were limited
to a few, well-understood channels that were relatively
easy to control. Aside from direct interactions between
employees and customers, personalized communication
was conducted primarily via direct mail, phone calls, and
email. As new forms of communication have proliferated,
organizations have embraced the new technologies at
varying levels, with varying degrees of success.
Widespread adoption of these new channels by individuals
has led to an explosion in the volume of information across
a broad array of data formats. Unfortunately, many of the
organizations that attempt to tap into these new information
sources continue to manage that data within silos, which
makes access increasingly cumbersome.
“Firms need to refresh their strategies for how they respond
to regulation and how they do business in a regulatory,
economic, and political environment that could be
fundamentally more constraining,” according to a recent
overview of the regulatory environment by Deloitte. “Those
that do will be those that find ways of making this new
environment work for them, capitalizing on their inherent
resilience, agility, and efficiency.”1
Regardless of format or channel of origin, banks are
accountable to both regulators and customers for the
information exchanged and shared across their organization.
The way communications are delivered – and the information
delivered within these communications – needs to be
transparent, auditable, and trustworthy. This is easier said
than done, as digital communications are subject to a
growing number of compliance mandates at home and
around the world.
“Navigating the Year Ahead: Banking Regulatory Outlook 2017,” Deloitte Center for
Regulatory Strategy, December 2016, https://www2.deloitte.com/us/en/pages/regulatory/articles/banking-regulatory-outlook.html
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Abundant Communications
Options, Abundant Risk
Banking consumers use a range of channels in their day-to-day
lives, and financial institutions need to fold these same channels
into their communication strategies. Yet many banks and
financial institutions are “stuck in the email era” when it comes to
managing, monitoring, and reporting on digital communications:
they simply do not have policies or protocols in place that enable
modern, digital communication. While email isn’t going away
anytime soon, emerging channels and technologies such as
instant messaging, mobile texting, Twitter, Facebook, LinkedIn,
YouTube, Slack, and Instagram also need to be considered as vital
to the success of the organization.
“Financial services firms retain copies of all communications sent
and received; this is required for compliance with books and
records regulations,” according to analysis from Accenture. “The
proliferation of communications channels, and the exponential
increase in the volume and variety of communications have in
our view exhausted the capabilities of traditional lexicon-based
surveillance. Many firms have started to use feeds from other
data sources [such as Twitter or Facebook], but the prevalent
methodology is to flatten these conversations into a normalized
email structure that can be viewed and searched by the
company’s legacy systems. This approach—which generates a
large volume of alerts typically reviewed inside organizational ‘silos’
without sufficient context and knowledge—is both ineffective and
cumbersome.”2
Whether internal or external, the new generation of digital
communications requires a holistic, enterprise-wide approach
to governance. At a minimum, banks and financial services
organizations need to ensure that all digital communications
comply with regulatory demands both today and in the future. To
do this, banks must build flexibility into their governance strategies,
such as automating data retention policies across varied data
types and regulatory regimes, so they will be able to adhere to
shifting global regulations and avoid penalties.

Data Everywhere
This is the era of big data, marked by increased volume, variety,
and velocity of information pulsing through enterprise networks.
Banking organizations are recognizing the business value of
unstructured and semi-structured data now surfacing across their
enterprises – social media messages, email messages, weblog
data, graphic files, and video files. In most cases, these new data
streams are simply added to the plethora of documents such as
word processing and spreadsheet files that are being stored and

“Communications Surveillance: Identifying and Preventing Misconduct in Digital Communications,” Accenture, 2015. https://www.accenture.com/us-en/insight-communications-surveillance-and-compliance
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Firms need to refresh their
strategies for how they
respond to regulation and
how they do business in a
regulatory, economic, and
political environment that
could be fundamentally
more constraining. Those
that do will be those that
find ways of making this
new environment work for
them, capitalizing on their
inherent resilience, agility,
and efficiency.

Under Dodd-Frank, IT systems must be
functioning and capturing data as intended,
required communications must be readily
available, and financial firms must be able to
deliver details of every piece of transaction
communication within 72 hours.

archived in content management or knowledge management systems with little regard to their underlying business value
– or the exponential storage requirements.
As indicated in a recent analysis from 451 Research, “Unstructured data is becoming the new mission-critical data –
documents and digital media files represent a substantial percentage of the business data being generated, and the need
to protect unstructured data can be directly tied to the overwhelming growth of data storage costs.”3
Another recent survey conducted by KMWorld finds unstructured data is now converging with traditional content in these
systems. In addition, much of this data is coming through an ever-expanding world of channels.4
The net result is a growing volume of data that must be maintained by banks and financial institutions and accessible
to decision makers, compliance teams, and auditors. Every communication – whether by email, audio, video or other –
creates a file that needs to be maintained, indexed, and readily searchable.

Regulations Everywhere, Too
A large and growing body of laws and global regulations is shaping the methods and technologies banking organizations
employ in their communications governance strategies, and all have implications on both internal and external
communications policies. Far-reaching regulations, including Dodd-Frank, EU General Data Protection Regulation, and
MiFID II, along with guidelines from regulatory agencies like FINRA, directly impact the way that information is moved and
presented across financial organizations.
For example, Dodd-Frank stipulates that financial services firms must ensure that all employee communication channels
related to an order, including voice, email, IM, and chat, are captured, stored, and retrievable. Under Dodd-Frank, IT
systems must be functioning and capturing data as intended, required communications must be readily available, and
financial firms must be able to deliver details of every piece of transaction communication within 72 hours.

“Metadata: Meeting the New Challenges of Unstructured Data Management,” 451 Research, 2017.https://www.hitachivantara.com/en-us/pdf/analyst-content/hitachi-451-research-metadata-meeting-new-challenges-of-unstructured-data-management.pdf
4
“The State of Knowledge Management: 2016-17 KMWorld Survey,” KMWorld, November 2016. http://www.kmworld.com/WhitePapers/KMWhitePaper/KMWorld-Fall-Buyers-Guide-and-the-2017-State-of-KM-Survey_6694.aspx
3
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No matter the region of origin, be it North America, Europe, Asia, or elsewhere, regulations often have global implications
for large organizations. In addition, regulatory agencies are getting more aggressive and demanding increasingly granular
details on communications, making the unpredictable global regulatory climate seem even more fickle. An analysis of
FINRA activity by Eversheds Sutherland found that in 2016 the number of fines ordered by FINRA – a total of $176 million
– spiked by 87% over the previous year.5 Regulators have also dramatically increased the costs of non-compliance,
including corporate and personal liability, in addition to fines.

Rising Competition
In addition to confronting greater demands on the quality and availability of their data, banks face completely new
competitive threats from entirely new areas. As digital transformation takes hold, the barriers to entry have changed,
making financial services attractive and accessible to a far wider pool of players. No longer is banking the sole domain of
community stalwarts or tightly connected national institutions. In the last couple of decades, the financial services industry
has seen competitors emerge from sectors such as manufacturing (GM Finance) and retail (Walmart). But perhaps most
striking has been the surprisingly quick rise of startup “FinTech” companies – technology-driven players that deliver
customer value through a pure digital interface by applying data analytics and computing power to customer transactions
and engagements. There have even been discussions among regulators on granting FinTech charters to tech companies
such as Google and Amazon.6
Lately a new class of startups known as “RegTech” – short for regulatory technology – has entered the scene. Employing
innovative technologies, these firms are able to streamline complex compliance requirements and processes through
automation and analytics.7 Both FinTech and RegTech firms are potential upstart competitors to banks, but they may be
partners as well. To either meet these rising competitive threats, or to embrace them, banks need to be more responsive,
more customer focused, and able to engage with customers in a unified, coordinated way.

Evolving Technological Challenges
Many of the standard or legacy technology platforms that banking organizations employ to facilitate communications are
siloed, and often weak in auditability and traceability. The sheer volume of communications taking place across these
organizations demands automation to help manage these environments. There is a need for greater transparency and
auditability of this data, to understand its lineage and its trustworthiness.
“To help store, organize and access data from these and other sources, financial services firms are encouraged to establish
new rules, execute ad-hoc queries and define comprehensive analytics against an extensive data repository,” according to
Accenture. “The first step is to confirm that both underlying source data and data from detection engines is timely, relatable,
of high quality, and centralized. Another important step is creating an infrastructure that allows historical access to enterprise
storage where all data sources can be accessed without cumbersome governance processes preventing access.”
“Annual Eversheds Sutherland Analysis of FINRA Cases Shows Record-Breaking 2016,” press release from Eversheds Sutherland (US) LLP, February 2017. https://us.eversheds-sutherland.com/NewsCommentary/Press-Releases/197511/Annual-Eversheds-Sutherland-Analysis-of-FINRA-Cases-Shows-Record-Breaking-2016
6
“Can the OCC really grant fintech charter to a Google?” Lalita Clozel, American Banker, October 2017. https://www.americanbanker.com/news/can-the-occ-really-grantfintech-charter-to-a-google
7
“What on Earth is ‘RegTech’? Why is it the Next Big Thing in Banking?” BWDisrupt, October 2017. http://bwdisrupt.businessworld.in/article/What-on-Earth-is-RegTechWhy-is-it-the-Next-Big-Thing-in-Banking-/02-10-2017-127292/
5
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In 2016, fines ordered by FINRA totaled $176
million, an 87% increase over the previous year.

Three Pillars Of Modern
Communication Governance
An effective communication governance initiative is built on a few key
components. Planning is critical, and the ability to successfully implement and
operationalize over time is determined by quality of the solution and the flexibility
of the technology to adapt.

Key pillars of communication governance include:
1) Emerging Technology
A new generation of solutions coming on the market offer object-based storage
(OBS) technologies and metadata strategies that are crucial to compliance and
customer engagement efforts. OBS, a form of storage in a format that makes
it easier than file-based systems to locate and retrieve data, is ideal for “newer
use cases that include (but are not limited to) mobility, analytics, compliance,
and commercial high-performance computing areas such as media rendering/
production,” according to a recent assessment by IDC, which noted that OBS
platforms are also “available in a variety of delivery models including appliances,
software-only, and cloud services offerings.”8
In terms of metadata, a report from 451 Research points to the fact that
companies may lose track of what mission-critical data they may be storing,
and “it doesn’t take long for unchecked data sprawl to drive storage costs
out of control.” To combat data sprawl, 451 recommends urges adoption of
“next-generation storage systems that leverage the power of metadata to
better identify, utilize, protect and control unstructured business data, but
implementing these tools takes foresight and planning.”9
This new approach is designed to assist the process of maintaining and
searching growing volumes of corporate communications. With the rise of
unstructured data, the need for indexed, well-managed, cost-effective, and
robust storage is insatiable. Banking decision makers, compliance teams, and
auditors all need quick and easy access to the troves of communications-related
data that are now part of the assets of these organizations.

2) Data Sharing and Availability
Data-driven businesses require that decision makers in all parts of the
enterprise have access to the information they need. The glue for datadriven organizations is trust. Decision makers at all levels need to know the
information they are depending on is timely, reliable, and accurate. A wellmanaged communication governance initiative helps provide that level of
trust. As the Deloitte overview of the regulatory environment notes, “regulators
have increasingly made clear that they expect banking organizations to have
IDC MarketScape: Worldwide Object-Based Storage 2016 Vendor Assessment, Amita Potnis, IDC, December
2016. https://www.idc.com/getdoc.jsp?containerId=US41918416/
9
“Metadata: Meeting the New Challenges of Unstructured Data Management,” 451 Research, 2017.https://www.
hitachivantara.com/en-us/pdf/analyst-content/hitachi-451-research-metadata-meeting-new-challenges-of-unstructured-data-management.pdf
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the capabilities to access and provide high-quality data.
Such capabilities include credible internal reporting and
MIS that support regulatory reporting requirements and
management information.”10
Along with sharing information for business purposes,
incident and fraud detection is an essential cornerstone of
any banking digital communications initiative. The ability to
detect and share information on anomalies or issues – such
as cyberattacks or suspected fraud – is one of the legal
obligations of banking organizations.
With an effective communication governance initiative,
financial services organizations can confidently open
appropriate data resources not only to improve the accuracy
of reporting for compliance purposes, but also to build new
lines of business and enhance customer relationships.

3) Multi-Format, Multi-Channel Capabilities
One recent industry survey of compliance professionals
finds non-email communications channels, such as social
media and text messaging, are top of mind when it comes
to concerns related to digital communications.11 Until
recently, email and internal instant messaging were the
most prominent forms of electronic communication. Social
media platforms have been formally employed by banks
and financial institutions as ways to communicate with
customers, as well as among banking employees.
To enable effective management in this dynamic
environment, communication governance initiatives need to
be highly adaptable, and open to shifts in trends of digital
communications. Technologies are changing rapidly, and
one year’s popular communication vehicle may be replaced
by another the next. One may not even recognize the
leading platforms five years from now. After all, how many
anticipated the creation and rapid adoption of Signal and
Slack five years back? With their ability to support voice
or video calls and messaging that can include files, voice
notes, images, and videos, these new platforms portend the
complexity of future communication governance needs.

Deloitte Center for Regulatory Strategy.
“2017 Electronic Communications Compliance Survey Report,” Smarsh, February
2017.http://www.smarsh.com/whitepapers/2017-electronic-communications-compliance-survey-report/
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New Opportunities
Digital communication governance is a vital piece not only of achieving this level
of success within today’s regulatory environment, but also of enabling banks to
accelerate innovation and competitiveness. Externally, there are opportunities to
better understand and serve customers, increase responsiveness, and test new
products. Internally, emerging modes of communication means opportunities to
manage events, improve internal information flows, and increase efficiency.
Communication governance helps organize and prepare banking organizations’
information assets to better embrace new opportunities. Consider how a
communication governance strategy – underpinned by technology – has already
helped financial institutions deliver value. One European financial services
company, for example, found itself increasingly subject to a wide range of strict
government regulations and penalties for noncompliance, while being hampered
by too many data silos, including emails, voice, and instant messaging. In
addition, it faced soaring regulatory costs due to the resources required to carry
out data investigations across silos. The bank consolidated this data and content
into a central repository, indexed it, and made it searchable – vastly increasing its
business value, as well as helping to meet regulatory requirements.
In addition, a well-governed communication initiative leaves a digital trail, which
helps banks and financial institutions gauge whether their new classes of digital
communications are helping to enhance compliance, increase customer service,
or control costs. With well-governed digital communications, decision makers
can apply numbers to investments in these areas.
As communication governance increasingly embraces additional digital channels,
banks and financial institutions will be well positioned to realize business benefits
as well as comply with laws and regulations. Communication governance plays a
significant role in achieving a range of advantages:

Enhanced Customer Engagement
A well-managed and forward-looking communication compliance effort supports
the employment of new technologies, platforms, and channels to reach out,
engage, and analyze customer interactions.

Greater Efficiency
The ability to share information and documents – often in or near real time – can
help banking managers understand any issues taking place within their value
chains. The ability to deliver rapid, responsive services depends on having
seamless infrastructures that support the rapid and unfettered exchange of
information and content.
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Increased Innovation and Collaboration
Banking organizations are under increasing pressure within
their sector from FinTech and RegTech startups, which
are disrupting their markets with innovations based on
information or data-based platforms. To compete, traditional
banking organizations need to have a free flow of information
and ideas to continue innovation within their domains. For
example, creating or supporting separate FinTech units may
help identify and generate new ways to build markets or
serve customers with unmet needs, which then can become
part of the mainstream business.
While this type of innovation can help propel the core
business, it does come with a caveat: establishing a
separate FinTech unit may result in the development of
shadow IT, which may not be the most efficient way to move
forward. Ideally the identification and adoption of innovative
technologies should happen within existing IT/business units.

Conclusion
Regulators are increasingly scrutinizing all digital
communications associated with banking operations. At the
same time, digital communications provide treasure troves
of data to help organizations better meet customer needs
and grow new products and services. To fully embrace
communications in the digital age, banks and financial
institutions need to expand governance – monitoring,
managing, and measuring – to encompass the full range of
new communication modes, including social media, texting,
and instant messaging. All communications are strategic,
requiring holistic, intelligent approaches to the evolving
challenges of digital banking and increased and everchanging compliance requirements.
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